ax Vilimpoc

Washington Internship for Students of Engineering
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spRevision of Mitle 17, ULS.C. Copyright Law
m Passeaiin 19987by 105t Congress
n AlignsieuiMaw with global ne ‘ms
sWIPO Copyright Treat
= WIPO Pprforrr cesiand Phonograms Treaty

= Broken Jnro e Titles

s Focus on | ﬂl and II
= Title I: Technology-based Access Control
Measures

m Title II: “"Safe Harbor” Provisions
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NAppEnded Chapter |’  0 copyright law

m 9l 200 enders a[Ll f en jon of

LEcIBIOgicall access -control mechanisms
liEgal

'~ w §1202 defines gal space for Digital Rights
Management

m 81203 defines civil penalties

m §1204 defines criminal penalties
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2Added 8512 to copyric ht law

m Cimtsiability” off Internet Service Providers
(ISES) InFeopyright Infringement cases

v whichi ISPs can claim

m Establ
by ISPs

= Notice and Takedown”

es m’ocedure for indemnification
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broad and too vague
OW. be examined

NEDVEA Ay EO0
= Empifical effects may

| EIrstyAmEnament Issues

~iftth andiFoL teenth Amendment Issues

m dUe process of law

= National Sovgrelgnw Issues
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wNChlling Eects on JI)“‘
»
u Legalflests:
- = MotionfPicture Association of America v.
- 2600 Magazine

s United States v. Sklyarov

m Secure Digital Music Initiative v. Felten



MieueRNPICEURE Association of
r\mechcJ Vi /DOO»JV adazine

Y L \L owners to play
” Linux OS

m Under §1201 off DMCA, circumyvention of
encryption is illegal, even for fair use
PUrposes
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sy Sklyarev.writes a program capable of

ojfekzldlgle) &) (“r\/r)rl@Jso qgae eBook file

OfMmak

cBOeKIGRMaE Can restrict usage / fair use

= Printing'fights, Copying text, Backup

= Advanced 2Book Processor used to restore
fair use rights to eBook consumers
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allenges;computer scientists to break

JUJHJ termark technologies
Fel'c@' | SUEceeds In doing so
decides to present research
alelf caalemlc conference

[ threatems Felten under §1201 of the
DMCA (distribution of circumvention
Knowledge)

m Professor Felten does not present at the
conference
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m The ‘Scieti 5t/ Researcher

m The Consumer
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u G12005REeduces anrinitial presumption of

JlJJJF OIIELHE a#egéc
ARy anadtall aCts C of technological access-

controlfeirelimvention are prohibited
- regardless of the reason
= \What about fair use?

Burden of disproving guilt placed on the
alleged -- “quilty until proven innocent”

*.
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_ expose riesearcher to potential liability
= No statute of limitations
m Contributory Infringement
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m Church of Scientology critic: xenu.net
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V. Skiyarov:

V. c@_rr f”qlo. Ltd.

l’

' Sklyanoviariiested after DefCon 9 computer
Security confrerence

= Sklyarov. and his employer ElcomSoft are
Russian

m Do the provisions of the DMCA apply to
them?
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sAremationallcopyrigh IaWs enforceable

OVercitizensof other nations?

N PoSIEn el ther Berne Convention on
LiteraryranadtArtistic Works

= Position of r WIPO Copyright Treaty



iS er:m h, criticism, print,
andiet [ Amendment rlghts are
- being threatened.
m As acon%'ﬁ'ﬁ\er, less and less choice will

be available both in terms of goods and
our ability to use those goods.
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SRCLgEnt Sitlauoen PULS Taif USe on the
EIiEN be, 21@) tise burden of proof is on the
potentigifiniignger to show substantial non-
nfringilng Uses of software or research, etc.

H O( IJI‘J( S
= Remove anti-circumvention clause
m Rely onjestablished content infringement laws

s Amend clause to allow for fair use

m Burden of proof shifted to copyright holder to
demonstrate infringement
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SNDOES PHOLECLION of _v 2ak encryption,
Weltemening, and other digital rights

- IMandgement systems make sense?

m \WhRatis therefrect on the market if

 flawed'digital security systems are sold
to content providers?

m Should research hinge on the
permission of corporate interests?
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ENe DMCA neeas
guarantess »

FAIIRUSENIGNES OF CONSUMErS

RIC Jr S or f‘ ntists to publish discoveries
sservation or regard for corporate

amendment to
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